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DAY 1: E-GOVERNMENT



OPENING REMARKS



WORKSHOP SERIES AND 
RECAP OF WORKSHOP 1



WORKSHOP SERIES(TENTATIVE)

June July September November

ω Digital ID
ω E-Signature

Å E- Government
Å Data Hosting/Cloud

Å Cybersecurity
Å Service Digitalization 

Presentation of DTS 
Implementation Roadmap



WORKSHOP 1 EXAMINED DIGITAL ID AND ELECTRONIC SIGNATURE

75+

Number of attendees

DAY 1: Digital ID

ÅUse cases: justice, education, healthcare, telecom, andfinancial services

ÅFinancing, operational, and governance models for sustainable implementation

ÅImplementation models from other countries

DAY 2: E-Signature

ÅUse cases: civil status, tax, real estate, notary services, and financial services

ÅRisk-based approach, governance and institutional oversight, data protection

ÅGovernance models: Examples from other countries



OVERVIEW AND OBJECTIVES OF WORKSHOP 2



AGENDA

8

ÅArchitectural framework

ÅCurrent platforms in Lebanon

ÅGlobal insights

ÅStrategic implementation

DAY 1: E-GOVERNMENT DAY 2: DATA HOSTING

ÅGlobal strategic approaches

ÅCurrent practices

ÅFuture directions for Lebanon



WHAT TO EXPECT ON DAY 1 

9

Introduction to 
e-government 
architecture

9:20- 9:30

A.
Framework for 
e-government 
architecture

9:30- 10:45

B.
Exploring global 
e-government 
architectures

11:00- 12:00

C.
Key requirements 
for e-government

12:00- 12:45

D.
Roles and 

responsibilities

14:00- 14:45

E.
Prioritization of 
initial implementation 

14:45- 15:30

F.



OUR RULES OF ENGAGEMENT FOR A PRODUCTIVE WORKSHOP ENVIRONMENT

44 responses



RULES OF ENGAGEMENT FOR A PRODUCTIVE WORKSHOP ENVIRONMENT

Time Management

Active 
Participation

Use of Technology

Collaboration
Open Communication 

Channels

Feedback



A. INTRODUCTION TO E-GOVERNMENT 
ARCHITECTURE



Source: Roland erger

Current models of building digital 
government cannot and will not scale.
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Finance Education Health Social Affairs
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Silos e-Government



Shared Platforms

Services

Data

Image by Richard Pope



Services

Renew ID card

Sit school exams

Open a bank account

Receive healthcare reimbursement

Obtain civil status extract

Register a business



Image by Richard Pope

Healthcare Records

Commercial Registry

Vehicle Registry

Land Records

Data

(Registries)



Shared 
Platforms

Digital ID

e-Signature

Payments Systems

Grievance Redress

Cybersecurity

Data Sharing Platform



Source: Singapore GovTech
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Source: Singapore GovTech



SINGAPORE DIGITAL STACK

Source: Singapore GovTech
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Source: Nordic Institute for Interoperability Solutions



ESTONIAN 
E-GOV

Source: Estonian Government



PANEL ON E-GOVERNMENT IN LEBANON: EXISTING 
PLATFORMS AND LESSONS LEARNED



B. FRAMEWORK FOR E-GOVERNMENT 
ARCHITECTURE



CA

AA

DA

TA

SA IA

Source: Roland Berger

A strong e-Government 
Architecture will support 
digital transformation and 

service delivery.

But how do we make sure we 
implement it successfully?



Source: Roland Berger

Architecture methodologies are 
large and complex, often for 
good reason.

Trying to apply everything at 
once will sap enthusiasm and 
result in slow or little progress.

Better to:
o Start with a few key priorities and 

make them work

o Plan to build gradually based on 
this experience and success

o Be aware that to go from nothing 
to complete eGovernment 
Architecture adoption could take 
several years



Source: Roland Berger

Architects should avoid being 
the bringers of bad news or 
giving academic reasons why 
projects should not go ahead.

Instead they should:

o Stay involved with real-life 
projects, and find positive ways 
to help them solve difficult 
problems

o Get involved at an early stage, 
when there is still time to shape 
solutions



Source: Roland Berger

The e-Government Architecture 
should not be seen as a 
ΨǎƻƭǳǘƛƻƴΩ ƛƴ ƛǘǎŜƭŦΦ

It should be there to support 
digital transformation and the 
delivery of government services.

Therefore we should:

o Think about the business value of 
every activity

o Each piece of work should have a 
definite purpose and a 
stakeholder who owns it

o And everything should be 
measurable so we can 
understand the value



Public and private 
partners 

Services toward 
citizens, 

associations and 
companies 

Strategy, guidelines and steering

AN E-GOVERNMENT ARCHITECTURE REFLECTS A GOVERNMENT'SSTRATEGY, ORGANIZATION AND 
CAPABILITIES IN A DIGITAL ENVIRONMENT

Ministries

Source: Stakeholders interview, Roland Berger

Support functions

Finance IT Infra.
Monitoring 
& audit

HR



A SOUND ARCHITECTURE IS A KEY DRIVER FOR E-GOVERNMENT PERFORMANCE AND CONSISTS OF SIX 
INTEGRATED ARCHITECTURAL DIMENSIONS

Source: Roland Berger

CA

AA

DA

TA

SA IA

Core ArchitectureCA

Application ArchitectureAA

Integration ArchitectureIA

Security ArchitectureSA

Data ArchitectureDA

Technology ArchitectureTA

Relevant dimensions for Government Architecture



Ministry of Justice
Courts automation (in progress)

Ministry of 
Public Health
COVID-19 vaccination 
PHENICS
Meditrack

Ministry of Finance
Online tax payments
Cadastral services

KEY MINISTERIALE-SERVICES IMPLEMENTEDIN LEBANON

Ministry of Interior
Vehicle registration services
Digitalization of civil registration

Ministry of 
Economy & Trade
Digitalization of consumer 
protection services

Ministry of 
Social Affairs

Social Safety Net program (DAEM)



Integration 
Architecture 

INTEGRATION ARCHITECTURE IS DESIGNED TO FACILITATE THE FLOW OF DATA BETWEEN DISPARATE 
SYSTEMS AND APPLICATIONS, ENABLING SEAMLESS INTEGRATION

Integration platform

ConnectorsData transformation tools

Integration scenarios

Source: Roland Berger



Data 
Architecture 

Data models Data access (policies and controls)

Data governance

Open data / transparency

Data protection / privacy

Data classification 

Metadata, integrity and audit

Data sources

5!¢! !w/IL¢9/¢¦w9 59{/wL.9{ ¢I9 {¢w¦/¢¦w9 hC !b hwD!bL½!¢LhbΩ{ [OGICAL AND PHYSICAL 
DATA ASSETS AND DATA MANAGEMENT RESOURCES



GOVERNMENTS USUALLY CLASSIFY DATA INTO 3 OR 4 LEVELS, BASED ON THE SEVERITY OF THE IMPACT 
IF DISCLOSED AND THE POTENTIAL THREATS INVOLVED 

Source: Desk Research, Roland Berger

Benchmark of government data classifications (1/2)

Dedicate zoomSensitivity level (from lowest to highest) 1

1) Including a "sensitive" sub-level, for relatively more sensitive information within the category
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1

2

3
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Secret 

Top Secret
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1
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3

4

Protected (A,B,C)
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Top Secret
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Top Secret

Italy

1

2

3

4

Reserved 
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4
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3

Low Criticality
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High Criticality

Zoom on data architecture: data classification



GOVERNMENTS USUALLY CLASSIFY DATA INTO 3 OR 4 LEVELS, BASED ON THE SEVERITY OF THE IMPACT 
IF DISCLOSED AND THE POTENTIAL THREATS INVOLVED 

Benchmark of government data classifications (2/2)

Sensitivity level (from lowest to highest) 1
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Top Secret4

South Korea

1

2

3

5
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4

Jordan
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3

5

4
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Source: Desk Research, Roland Berger

Zoom on data architecture: data classification



IN 2014, THE DATA CLASSIFICATION SYSTEM WAS REDUCED FROM 6 CATEGORIES TO 3, TO SIMPLIFY IT 
AND ADAPT IT TO THE GOVERNMENT'S MODERN WORKING METHODS

Evolution of the classification system in the UK

Date: 2014

Purpose: update the classification system to align with modern government operations, as the existing system was originally designed for managing 
paper-based record

Source: Roland Berger
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Confidential
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Zoom on data architecture: data classification



UK GOV. USES A 3-LEVEL DATA CLASSIFICATION SYSTEM, BASED ON RISK ASSESSMENT, WITH 
APPROPRIATE PROTECTION APPLIED ς ~90% OF GOV. DATA IS CATEGORIZED AS "OFFICIAL"

UK Government Security Classifications Policy

Official Secret Top secret

Definition

Threat 
profile

Risk of 
compromise

Information of moderate damage if 
compromised

Diverse threat actors (insiders, 
hacktivists)- not sophisticated/ 
determined ones

ωLimited to no negative consequences

ωNo national security vetting 

ωPre-employment check

Very sensitive information requiring 
enhanced protective controls

Sophisticated, well-resourced, determined 
threat actors (cybercrime groups)

ωDirectly threaten an individualΩs life

ωSerious damage to operational 
effectiveness of UK

ωSerious damage to international 
reputation

Enhance protective controls (secure 
network, ŘŜŘƛŎŀǘŜŘ ǇƘȅǎƛŎŀƭ ƛƴŦǊŀΧύ

Exceptionally sensitive information 
supporting national security

Advanced hostile state actors, using 
significant resources over extended 
periods

ωLoss of human life

ωGrave damage to effectiveness of UK

ωRise in international tension

ωLong term damage to UK economy

Security 
requirement

Source: Cabinet Office

1 2 3

High assurance of all threats

~90% of gov. Data

Zoom on data architecture: data classification



GOVERNMENTS USUALLY CLASSIFY DATA INTO 3 OR 4 LEVELS, BASED ON THE SEVERITY OF THE IMPACT 
IF DISCLOSED AND THE POTENTIAL THREATS INVOLVED 

Level 1 Level 2 Level 31 2 3

Threat 
profile

Risk of 
compromise

Security 
requirement

Source: Roland Berger

Government data classification framework (with 3 levels)

Actors potentially 
threatening data

Potential risk in the 
event of disclosure

Mandatory safety 
measures

Actor with few resources (e.g., 
hackers)

well-organized actors with significant 
resources (e.g., cybercrime group) 

Highly-structured actors with 
exceptional resources (e.g., state-

sponsored hacking group)

Moderate consequences Serious consequences (e.g., significant 
harm to the life of individuals, 

reputational damage)

Exceptionally serious consequences 
(e.g., several casualties, international 

tension) 

Limited Reinforced protection measures Highly-reinforced protection 
measures

Zoom on data architecture: data classification



INSIGHTS ON DATA CLASSIFICATION IN LEBANON

What criteria do you think should be used to classify data in Lebanon?
Å Need for a comprehensive approach that considers multiple factors
Å Key criteria mentioned include privacy, confidentiality, data sensitivity, and national security
Å Consensus on the importance of distinguishing between public and private data, ensuring citizen rights, and 

ensuring data sovereignty
Å Necessity of incorporating data protection laws and access to information regulations. The discussion 

underscored the criticality of confidentiality

What entity(ies) should be responsible for defining data classification standards in Lebanon?
Å General consensus on the need for a dedicated cybersecurity entity
Å Several suggestions including cyber security directorate in OMSAR, a cybersecurity unit under the national 

data authority, and macro departments within each ministry, a joint responsibility model, or autonomous 
entity under the prime minister's office

42 responses



TO BUILD EACH LAYER, ANALYZE WHAT EXISTS AND DEFINE AN IDEAL SITUATION TO FILL THE GAPS

Data Architecture Development Roadmap

Stakeholder Review5

Finalize the Data Architecture6

Roadmap4

Source: Opengroup, Roland Berger 

1 Baseline Data Architecture 

2 Develop Target Data Architecture

3 Gap Analysis 



C. EXPLORING GLOBAL E-GOVERNMENT 
ARCHITECTURES 



THREE MAIN GOVERNANCE MODELS FOR E-GOVERNMENT, EACH CHARACTERIZED BY DIFFERENT 
STRUCTURES AND DISTRIBUTIONS OF RESPONSIBILITIES

Centralized Distributed Hybrid

Example: Jordan Example: BiH (Bosnia and Herzegovina) Example: Morocco

Key models of e-government service delivery



JORDAN CASE STUDY



DIGITAL TRANSFORMATION ENABLERS

ϣтвмЪϲЮϜ ϣтϠϝϲЂЮϜ ϣϠЂмϲЮϜ

Government Cloud

Digital signature

Government 

Service Bus
Public Private Partnership 

Legislative 

environment
Digital Documents

Unified Digital 

Service Platform

SANAD

Shared services

Digital Payment

DT 
Enablers



IN THE EXAMPLE OF JORDAN, GOVERNANCE IS CENTRALIZED, WITH MODEE OVERSEEING ALL KEY 
ASPECTS EXCEPT THE TECHNOLOGY ARCHITECTURE

Jordan's e-government service delivery model (1/2)

Source: MoDEE website, Jordan Times, Roland Berger

Ministry of Digital Economy and Entrepreneurship (MoDEE) 

National 
Information 
Technology 

Center

National 
Information 
Technology 

Center

Department of 
Statistics (DoS) 

Directorate of 
Military Cyber 

Security

Integration 
Architecture 

Core
Architecture

Application 
Architecture

Technology 
Architecture

Data 
Architecture

Security 
Architecture

CA AA IA TADA SA



JORDAN: SECTORAL MINISTRIES IMPLEMENT AND MANAGE SPECIFIC CONTENT RELEVANT TO THEIR 
DOMAINS UNDER THE STRATEGIC DIRECTION OF MODEE

Source: Roland Berger

Central Sectoral

Jordan's e-government service delivery model (2/2)

DACA AA

Ministry of Digital Economy 
and Entrepreneurship

National Information 
Technology Center

Departmentof Statistics

Directorate of Military Cybersecurity

SA IA

DA

AA

TA

TA
Ministry of Social Development
Ministry of Transport
Ministry of Labor
Ministry of Health
Ministry of Justice
Ministry of Industry and Trade
Ministry of Local Administration
Ministry of Agriculture
Ministry of Culture
...
...



101
169

299
391 450

628

1066

1586

2400

2017 2018 2019 2020 2021 2022 2023 2024 2025

IN THE EXAMPLE OF JORDAN, THE E-GOVERNMENT ARCHITECTURE HAS BEEN GRADUALLY 
IMPLEMENTED, WITH ONLINE SERVICES BEING PROGRESSIVELY ADDED

Number of online services

Source: MoDEE website, Jordan Times, Roland Berger



MOROCCO CASE STUDY



IN MOROCCO, GOVERNANCE IS HYBRID, WITH TWO KEY PLAYERS SHARING SIGNIFICANT OVERSIGHT 
ACROSS TWO DIMENSIONS

aƻǊƻŎŎƻΩǎ Ŝ-government service delivery model

Integration 
Architecture 

Core 
Architecture 

Application 
Architecture

Technology 
Architecture

Data 
Architecture

Security 
Architecture

CA AA IA TADA SA

Ministry of Digital Transition & 
Administrative Reform

Agency for Digital development (ADD)

Part of Ministry of Digital Transition 

since 2021

National Telecom 
Regulatory 

Agency (ANRT)

National 
Directorate of 
Information 

Systems Security 
(DGSSI)

Source: Roland Berger



ADD

Academia

Connected / intelligent 
territories

Citizens

State / administrations 

Digital economy

Develops citizens' digital skills for all ages

Plans digital infrastructure development

Access to quality digital technologies

Interoperability of public IT systems and unites all players around public digital initiatives

Improvescorporateproductivity/competitiveness through digital transformation

Develops entrepreneurial initiatives & startup ecosystemDigital ecosystem

AGENCY'S MISSION IS BROADTO ADDRESS THE SPECIFIC ASPIRATIONS OF MULTIPLE PLAYERS

Source : Roland Berger

Key roles of the Agency for Digital Development (ADD) by target



ADD HAS ADDRESSED NUMEROUS PRIORITY PROJECTS WITHIN THE SCOPE OF ITS MANDATE

Source : Roland Berger

Illustration of some of the ADDΩs key priority projects

Digital enabling 
environment

Digital 
Government

Digital Economy

Platform for data exchange between 
administrations

1

Digital Lab working in agile mode2

End-to-end digitalization of the investor journey3

Creation of a single citizen portal4

Digitalization of the application process for self-
entrepreneurs

5

Comprehensive digitalization program for SMEs6

Creation of a zone dedicated to innovation and 
technological entrepreneurship

7

Adaptation of the regulatory framework8

Support for setting up the infrastructure required 
for the country's digital transformation9

National digital training program10

Digital society

Creation of a pipeline of national challenges with 
financial rewards for the community of 
innovators

Setup of a platform dedicated to young people11

12



BOSNIA & HERZEGOVINA (BIH)  
CASE STUDY



BOSNIA & HERZEGOVINA (BIH) INITIATED A DIGITAL PLAN TO ENHANCE THE EFFICIENCY AND 
TRANSPARENCY OF GOVERNMENT PROCESSES, ADDRESSING GAPS IN DIGITALIZATION

Context

ωBiH lagging in providing e-government 
solutions:

ςComplex governing system

ςOutdated laws and regulations

E-Governance Activity project 

Source: Eurasia Foundation, Millennium Partners, Roland Berger

Launch date: 2020

Duration: 5 years

Objectives:

ςAutomating processes and improving efficiency of 
government services to citizens and business 

ςMonitoring and reporting government processes to 
reduce corruption and improve transparency



E-GOVERNMENT IN BIH IS FRAGMENTED, WITH VARIOUS INSTITUTIONSMANAGING DIFFERENT 
ASPECTS

Integration 
Architecture 

Core 
Architecture 

Application 
Architecture

Technology 
Architecture

Data 
Architecture

Security 
Architecture

CA AA IA TADA SA

Ministry of 
Communications 

and Transport 

Agency for 
Information 

Society 
(AIS BiH)

AIS BiHStatistics (BHAS)

Agency for 
Identification 
Documents, 
Registers and 
Data Exchange

Cybersecurity 
Excellence Center 

(CSEC) 

Ministry of 
Security

Source: Roland Berger



BIHΩS MORE COLLABORATIVE AND DISTRIBUTED MODEL ALLOWS SECTORAL ENTITIES MORE FREEDOM 
TO DEFINE AND IMPLEMENT THEIR SOLUTIONS

Source: Roland Berger

Sectoral

Bosnia and Herzegovina's e-government service delivery model

DA

AA

TA

Ministry of Foreign Affairs
Ministry of Finance and Treasury
Ministry of Communications & Transport
Ministry of Civil Affairs
Ministry of Justice 
Ministry of Foreign Trade & Econ. Relations
...
...

CA

Ministry of Communications & Transport

Cybersecurity Excellence Center

SA

Agency for Statistics

DA

Agency for 
Information  Society 

(AIS)

TAIA

AA



IN BIH, A DATA SHARING GATEWAY CONNECTS GOVERNMENT E-SERVICES ON THE INTEGRATED 
PLATFORM TO ALL RELEVANT DATABASES

Source: Eurasia Foundation, Millennium Partners, Roland Berger

"Government service 
bus" 

Data sharing gateway

Government platform

E-services (non-exhaustive)

Digital capabilities (non-exhaustive)

E-social Courts
E-constr. 
permits

Retirement

Procure-ment Tax Auth.

Health Pension

Identification

SSO SDP

e-signature e-payment

Leverage

Exchange data

Exchange data

Under development To be developed E-services:

Exchange data

Databases: Under developmentExisting

Employment agencyExchange data

Exchange data

Exchange data

Exchange data

Exchange data

Exchange data

Courts

Identification agency

Others

Inspections

Public Procurement

Monitoring duty (through the data sharing gateway)



D. BREAKOUT SESSION: IDENTIFYING KEY 
REQUIREMENTS FOR E-GOVERNMENT 



Objective: Identifying the key requirements for e-government.

15 minutes

Step 1: Round table discussions

Discuss and identify the key 
requirements for e-government.

Input a summary of the tableΩs 
discussions and key findings using 
Mentimeter (one answer per table)

20 minutes

Step 2: Group reporting

One person from each table recaps the 
discussion in 2 minutes

Step 3: Comments and Q&A

Elaborate and seek clarifications

10 minutes

OUTLINE



IDENTIFYING KEY REQUIREMENTS FOR E-GOVERNMENT
SUMMARIZING GROUP INSIGHTS

13 responses (one per table)



E. ROLES AND RESPONSIBILITIES FOR 
E-GOVERNMENT 



Objective: identify and allocate specific roles and responsibilities to relevant entities to support the successful 
deployment of e-government services

ROLES AND RESPONSIBILITIES FOR E-GOVERNMENT 

30 minutes

Step 1: Round table discussion:

Discuss and identify the roles & responsibilities for 
each dimension of the government architecture

Input a ǎǳƳƳŀǊȅ ƻŦ ǘƘŜ ǘŀōƭŜΩǎ discussions and key 
findings using Mentimeter

NB: 1 Mentimeter answer per table

30 minutes

Step 2: Group reporting

We will discuss the output of each table and 
consolidate results



ROLES AND RESPONSIBILITIES FOR E-GOVERNMENT 
SUMMARIZING GROUP INSIGHTS

13 responses (one per table)

Which entity(ies) should coordinate the definition of architecture that is used across all sectors?
Å Multiple responses called for OMSAR to take on this role
Å suggestions included establishing a national data governance committee involving PPPs 
Å Some advocacy for a temporary committee for digital transformation until a OMSAR 2.0 is formed
Å Some calls for an independent authority reporting directly to the Cabinet, to ensure effective communication 

across all Ministries, departments, and agencies 

Insights reflect a desire for a centralized, yet collaborative approach

Which entity(ies) should be responsible for implementing the functions to ensure the security and 
proper use of data?
Å Notable recommendation for a cyber security directorate in the new OMSAR to take on this role
Å Other proposed entities included ogero, a dedicated cybersecurity unit under the national data authority, or a 

joint responsibility model, 



F. WRAP-UP INTERVIEW: PRIORITIZATION OF 
INITIAL IMPLEMENTATION 



WRAP-UP FOR THE DAY



Source: Roland Berger

What we are really talking about is Service 
Transformation.



Source: Roland Berger

A service is something that helps someone to do 
something.

In most governments this is roughly 80% of the cost of 
government.



Source: Roland Berger

άDigital services so good people prefer to use them.έ

Exemplar services chosen based on user needs, whole 
of government strategy, and ministerial drivers.


